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This presentation explains:

« what health and care dataiis
« who can view your health and care data
« how itis used in Yorkshire and Humber

(It will take about 5 minutes)

Let's begin!
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What is health and care data? ' ?: eSS NHS

Other records

‘Information about you and your GP record

health is recorded when you Hospital record

receive health or social care to help

with your care and treatment. Patient information

This is what most people call your
medical records. Each organisation
you have contact with keeps its
own records about you.’

(NHS Digital)




Your health and care data

Your health and care data is
stored securely in hospital, GP
and other healthcare records.

These records include
personal health data and
de-personalised health data.
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health data health data




Your health and care data

®

Personal health data can be
viewed by health and care staff
for your direct care.

De-personalised health data
can be viewed by public services
for research and planning. This
is called population health
management.
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De-personalised data does not identify
an individual, because identifiable data
has been scrambled or removed.

It does not include: Medical records
your name

full address De-personalised
full date of birth health data

It does include:
health conditions
hospital admissions
medications
test results
ethnicity
postcode region
age range
specialist care (eg. maternity or mental health)
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Although you are not 100%
anonymous, it would be extremely
difficult for anyone to be identified.

Personally identifiable De-personalised Anonymous

More identifiable Less identifiable

>




Population health

management




® .
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Population health management is the use of
people’'s de-personalised health data to understand
the health and care needs across a population and
tailor services to meet those needs.

This helps to improve health and prevent illness
through research and planning.

It involves the NHS and other public services
including social services, schools, housing
associations and councils.




@
[ ] H .
The Yorkshire and Humber Care Record % SIS NNH'S

Public services can view Medical records

de-personalised health data AR
via the Yorkshire and Humber De-personalised
Care Record health data

N Aa

Imagine the YHCR is the
magnifying glass.

It does not allow them to see or
edit your personal health data.




Viewing de-personalised data

Public services can view de-personalised data
and combine it with other sources of data to plan
public services to improve health and wellbeing.

Click on a circle to see an example

Working together Access to green
to reduce asthma spaces for people
cases with anxiety

> >
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Who can and cannot access health data

63 views « 7 months ago

Support groups
for Swalhili-
speaking patients

>



https://www.youtube.com/watch?v=zh--56D69wU
https://www.youtube.com/watch?v=zh--56D69wU

This example is hypothetical and illustrative:

Working together to reduce asthma cases t shows how health and care data can be

used for population health management

Health data shows a large Information from the council Data from the government
increase of asthma cases in shows some homes in the shows that the town also
a town in South Yorkshire town are cold and damp has poor air quality

Outcome:

The council agrees to insulate all the relevant homes,
and also to start a no idling* campaign to encourage
motorists to turn off their engines to improve air quality,
resulting in a reduction of asthma cases.

*"Idling" is when a vehicle's engine is left running while it is parked or stationary for a period of time




This example is hypothetical and illustrative:

Access to green spaces for people with anxiety  itshows nowhesith and care data can be

used for population health management

Health and care data A mental health charity The council takes action
shows an increase in people identifies a lack of access to improve access to green
diagnosed with anxiety in to green spaces as a spaces in West Yorkshire
an area of West Yorkshire contributing factor

Outcome:
The council works with the mental health charity to identify
barriers to green spaces. The council make improvements to
the green spaces in and around the area. The charity arranges
outdoor activities in the green spaces for people with anxiety
and advertises them via local news and social media.

>




This example is hypothetical and illustrative:

Support groups for Swahﬂi-speaking patients it shows how health and care data can be

used for population health management

Some Swabhili-speaking patients GP practices across the region A charity with experience of
with sickle cell anaemia are not map the location and gaps in supporting ethnic minority
able to access support for their support groups for sickle cell communities in the East Riding
condition in the East Riding patients who speak Swahili is approached to set up a new

Outcome:

The charity works with the local GP practices to
determine what support is needed and where. They
decide to jointly provide a new community support

group for Swahili-speaking patients with sickle cell
anaemia with bi-lingual speakers in the East Riding.
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Data helps the NHS and other _
public services to plan for the s
future by understanding which -
services will be most needed and

where they should be, to support

everyones health and wellbeing.

'—Eg. New tailored mental
If you are healthy, you may not feel health service in west Hull

your data is of use. However, it's
just as important to understand
about healthy people in order to
improve the health of others.



https://www.youtube.com/watch?v=fJ2hyXCOOyQ
https://www.youtube.com/watch?v=fJ2hyXCOOyQ
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Data security and GDPR “3% Care Record

Health and care providers holding your data are
committed to protecting your data. Click on the links
below to read about how your data is protected.

In the UK, the legal frameworks covering how patient data must be
looked after and processed are the Data Protection Act (DPA) 2018,
which brought the EU General Data Protection Regulation (GDPR) into
law, and the Common Law Duty of Confidentiality (CLDC). (NHS Digital)

Cyber security
Information governance
Clinical safety

NHS



https://digital.nhs.uk/services/national-data-opt-out/understanding-the-national-data-opt-out/protecting-patient-data
https://www.yhcr.org/your-privacy/cyber-security/
https://www.yhcr.org/your-privacy/information-governance/
https://www.yhcr.org/your-privacy/clinical-safety/
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Your choice =

How do you feel about your de-personalised
data being viewed by public services?

You are automatically opted in to sharing
your de-personalised data for the purposes of
population health management.

You have the option of opting out,
click here to find out more.



https://digital.nhs.uk/services/national-data-opt-out
https://www.nhs.uk/your-nhs-data-matters/
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FAQs '

As an ethnic minority, why is my de-personalised data so important?

Can sharing my data impact my immigration status?

Which public services can access de-personalised data, and for what purposes? >

- Can third sector organisations access de-personalised data?

Can the police access de-personalised data?

How secure is my health and care data?

Can | access my own health and care data? Do | have control over what data is viewed?

Could de-personalised data be misused or manipulated?




As an ethnic minority, why is my de-personalised data so important?

The data from diverse populations needs to be included in research for services
to be inclusive. Here's an example of when diverse data may not have been used.

A pulse
oximeter is
a simple, cheap
way to monitora
person’s oxygen
level

During Covid It is possible
19, people were that the device
able to use the was developed and
device themselves calibrated based
at home on lighter skin
However,
To do this, it thereis
sends a beam of evidence that
light through the deviceis less
the skin accurate on
darker skin o ol s

The increased mortality of ethnic minority patients during
< Covid-19 could have been in part due to this oversight.



https://www.nhsrho.org/wp-content/uploads/2023/04/Pulse-oximetry-racial-bias-report.pdf
https://www.nhsrho.org/wp-content/uploads/2023/04/Pulse-oximetry-racial-bias-report.pdf
https://www.nhsrho.org/wp-content/uploads/2023/04/Pulse-oximetry-racial-bias-report.pdf

Can sharing my data impact my immigration status?

No it won’t, the data
is being viewed to

provide better care.




Which public services can access de-personalised data, and for what purposes?

CAN ACCESS
H DATA?

Non-profit research organisations, including universities ' Local authorities

and charities.

Primary care networks, which are local networks that include
Commercial organisations, for example pharmaceutical companies ( ) GPs and community, social care and mental health services, as well
when they are researching and developing new drugs or treatment, and \ / as pharmacies and voluntary services.

technology companies that provide software or data analysis services.

Clinical commissioning groups, which are groups of GP surgeries,
Branches of national government, such as the Department and integrated care organisations, which are groups of health and

of Health and Social Care, and NHS England. care providers in an area.

Third sector organisations cannot access de-personalised data.

More information

Understanding Patient Data provide this helpful information, O
< you can find more in their report ‘What happens to health data’ —___» ‘ree=



https://understandingpatientdata.org.uk/sites/default/files/2022-09/What%20happens%20to%20health%20data%20-%20UPD%20public%20guide_0.pdf

Can the police access de-personalised data?

No, the police cannot
access de-personalised

data.




How secure is my health and care data?

Technical protections

These include making changes to the data itself, so that it is much harder
to identify individuals from the data (see section 'De-identifying data’)
and creating secure data environments where no data leaves the NHS

(see information above on secure data environments). Different systems

will place emphasis on different aspects of these technical protections.

Legal protections
These are obligations and responsibilities placed upon any organisation or
individual with access to health data. Such protections are set out in legally

enforceable contracts. For example, if the UK Information Commissioner

identifies that an organisation has not complied with data protection
legislation, they can impose fines of up to £17 million or 4% of global
turnover (for the most serious data breaches). However, to date, such

fines in the health sector are very rare.

Patient oversight

This means enabling individuals to have some control over the data
related to their own health. This includes transparency about how the
data is stored and used, and the ability to opt out of information sharing

without it affecting the person’s healthcare.

Understanding Patient Data provide this helpful information, &4

More information

you can find more in their report ‘What happens to health data’ —___» ‘s



https://understandingpatientdata.org.uk/sites/default/files/2022-09/What%20happens%20to%20health%20data%20-%20UPD%20public%20guide_0.pdf

Can | access my own health and care data? Do | have control over what data is viewed?

The YHCR provide a view of the information
held by care providers such as your GP
practice or Hospital. Requests to access

the information need to be made as a
subjective access request to the GP

practice or Hospital, for example.

It is starting to become possible to access
the YHCR data from the NHS App -
this will grow over time.

<




Could de-personalised data be misused or manipulated?

The use of de-personalised data is governed
by GDPR, common law confidential and The
Health & Care Act. The Yorkshire & Humber
Care Record has to evidence a legally compliant
process and controls to ensure that data is used

for the Confidentiality Advisory Group (CAG).
This process provides the checks and balances to
ensure data is not misused or manipulated and
only used for the use case approved by the CAG.

Note: Confidentiality Advisory Group (CAG) is an independent body which
provides expert advice on the use of confidential patient information. This includes
providing advice to us, the Health Research Authority (HRA) for research uses. It
also provides advice to the Secretary of State for Health for non-research uses.
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Finding the right moments to
explain data to people

Summary We worked with a design agency to research and prototype new

What we did and why ways to develop people’s understanding about patient data. We

started by considering the person’s context and trying to

Wit we learned understand what matters to them, to find moments in their

Wik b5 Ko irare? interactions with the healthcare system when they'd be open to

learning about data.

What we did and why

@ Explanations about the use of patient data are often abstract, using research or insights

that don't closely relate to people’s lives and what they care about.

Webpage: Finding the right moments to
explain data to people

Quick guide to
explaining how
patient data is

used

PDF: Quick guide to explaining how
patient data is used

Other resources for health and care staff

Undorstanding
¥ pationt Data

Why do we need to talk
about patient data?

pasenidas. g uk @Fasani_Dain

Why do we need to talk about patient data?

1.3K views = 4 years ago

Video: Why do we need to talk about
patient data?

Resources

These resources are free to use and re-usable under a CC-BY licence. You can use them
when talking to the public and patients, or to help create your own material. If you kno

any other resources that should be added here, please get in touch.

Case studies - when you need an example of the benefits of using patient data
FAQs - pre-written answers to common questions from the public

Data saves lives animations - a series of animations explaining how data saves

lives following five patient journeys

Data citation - a short statement to acknowledge when you use patient data
Safeguards explainer - to help explain how data is kept safe

Identifiability explainer - to help explain what anonymous means

Identifiability spectrum pictures - re-usable pictures for explaining different levels of
identifiabiliity

Data glossary & - explaining technical terms and written by Connected Health Citie

Webpage: Further resources

Yorkshire & Humber
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baderstanding About ut Introducing patient data Research and resources Case studies New:

What are the best words to
use when talking about data?

Summory The current vocabulary for the use of patient data in care,

e treatment and research is complex and confusing. An important

part of improving conversations about patient data is getting the
Putposssforusing data words right, using words that are accurate but al ble and

— meaningful. The words suggested here are the result of research

commissioned by Understanding Patient Data, based on testing

Other hints ond tips with the public and healthcare professionals.

Backgr arch

Learn more

@ Data or information?

‘Patient data’ and 'Patient health information’ are the most cffective overarching terms

Webpage: What are the best words to use
when talking about data?

Understanding patient data

has some excellent resources
for staff. Click on the boxes to
take you there.

Thank you.



https://understandingpatientdata.org.uk/
https://understandingpatientdata.org.uk/finding-right-moments-explain-data-people
https://understandingpatientdata.org.uk/public-and-patient-engagement-activities#resources
https://understandingpatientdata.org.uk/what-are-best-words-use-when-talking-about-data
https://understandingpatientdata.org.uk/sites/default/files/2022-11/Resource%20quick%20guide%20v%203.0.pdf
https://www.youtube.com/watch?v=7u-aS-ErmkY

This resource has been
co-developed and tested with
people across Yorkshire & Humber.

We hope you found it useful.

Feel free to provide feedback
on this document or any other
aspect of shared care records or
population health management by

emailing: hnf-tryhcr@nhs.net
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